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ABSTRACT

Despite explosive growth of mobile computing and its popularity, full exploiting from it, is
difficult due to lack of sufficient processing power, storage, also problems such as mobility,
frequent disconnections and so on. With exploiting cloud computing along mobile
computing a new technology appears called mobile cloud computing. It can overcome these
obstacles by executing mobile applications on the cloud instead of mobile devices. Mobile
cloud is a new and applicable technology that covers many fields such as: healthcare,
vehicular, gaming, commerce and so on. The ABI Research believes that the number of
mobile cloud computing users is expected to grow from 43 million (1.1% of total mobile
users) in 2008 to 998 million (19% of total mobile users) in 2015. This paper presents a
comprehensive survey of mobile cloud computing and explains its advantages, challenges
and approaches. Also the future research directions are given.
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1. INTRODUCTION

By increasing usage of mobile computing, mobile devices play an important
role in human life as most effective communication tools are ready in every
place and time. Mobile users utilize various services from mobile
applications such as Google apps which run on mobile devices locally or are
offloaded to remote servers for remote execution.

Mobile devices are facing many problems about their resources (e.g. battery
life, storage and bandwidth) and communications (e.g. mobility and
security) [1], Hence QoS is not satisfying. Mobile devices cannot run
resource-intensive applications due to lack of sufficient processing power
and storage, hence mobile users prefer to utilize more powerful devices like
PCs and laptops about resource scarcity problems.

To overcome these obstacles we can support mobile computing by cloud
computing. Cloud computing can be defined as “the aggregation of
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computing as a utility and software as a service” [2], also called pay-as-you-
go-computing. Cloud service providers offer Infrastructure as a Service
(1aaS), Platform as a Service (PaaS) and Software as a Service (SaaS).
Offloading heavy computing can help mobile devices to save energy and
mobile users to faster and more efficient execution. There are some
resource-intensive applications that mobile devices never can run but with
help of cloud computing, running them is easily, because cloud service
providers have many powerful resources. As a result, with supporting of
cloud computing for mobile users, mobile cloud- computing is introduced as
combination of cloud computing by mobile computing and network
technology, hence resource-intensive applications can be executed on
resource-constraint mobile devices.

The reminder of this paper is as follows: Section 2 provides a brief overview
of cloud computing including definitions, architecture and advantages.
Section 3 describes mobile cloud computing, including its definitions,
architecture, and motivation for developing, advantages, challenges and
future research directions. Finally section 4 is conclusions.

2. CLOUD COMPUTING CONCEPT

For better understanding of mobile cloud computing, we need to understand
cloud computing, because it is infrastructure of mobile cloud concept. The
best definition for cloud computing is provided by NIST. NIST defines
Cloud computing as “a model for enabling ubiquitous, convenient on
demand network access to a shared computing resources that can be
delivered with minimal managerial effort” [3]. It uses a simple “pay as you
g0” model which allows organizations or users to pay for the services they
use. Hence we do not need to maintain datacenters and use expensive
hardware and software, only we use when we need them. Cost reduction is
the main factor to use cloud computing by small and large organizations.
91% of organizations in US and Europe said that cost reduction is the major
reason for them to use cloud computing technology [4].

The cloud computing model can be considered as combination of three
delivery models and four deployment models as follows.

The four deployment models are public, private, community and hybrid.

— Public: all users can access to cloud services.

— Private: cloud services are accessible for special group of users.

— Community: cloud services are shared among user groups,
enterprises and etc.

— Hybrid: cloud services are composed of any combination of public,
private and hybrid.
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Three delivery models are 1aaS, PaaS and SaaS.

— Infrastructure as a Service (laaS): laaS enables provision of key
components such as hardware, storage and network devices.
Amazon EC2 (Elastic cloud computing) and S3 (Simple storage
service) are examples of laaS.

— Platform as a Service (PaaS): It is the framework for building,
testing and deploying applications. Examples of PaaS are Google
App Engine and Microsoft Azure.

— Software as a Service (SaaS): It enables subscribers to use
applications on pay-as- you-go basis. Examples of SaaS are
Salesforce and Microsoft Live Mesh.

2.1 Advantages of Cloud computing

Cloud computing moves us from a traditional technology to a dynamic and
flexible one. “Cloud computing refers to both the applications delivered as
services over the Internet and the hardware and systems software in the
datacenters that provide those services” [5].

In following some advantages of cloud computing discussed [6].

— On-demand services: service providers can configure services per
subscriber requirements and they can access and use prepared
services on-demand.

— Low cost: there is no need to prepare infrastructure, hardware and
software. In fact, subscribers connect to the cloud and use from the
infrastructure supplied by the service provider.

— Robustness and flexibility: we need robustness and flexibility for
fast fault recovery and to adapt to non-deterministic nature of user
behavior and service access pattern.

3. OVERVIEW OF MOBILE CLOUD COMPUTING
3.1 Definition

“Mobile cloud computing at its simplest, refers to an infrastructure where
both the data storage and data processing occur outside of the mobile
device” [7]. Alternatively mobile cloud computing can be defined as an
integration of mobile web and cloud- computing [8], [9].

With mobile cloud computing technology, mobile devices do not need
powerful configuration, because data processing and storage happen in the
cloud instead of in the mobile devices.

3.2 Mobile cloud computing architecture
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Figure 1. Architecture of mobile cloud computing [11].

General architecture of mobile cloud computing depicted in Figure 1.
According to this figure mobile devices connect to mobile networks via
BTS, access point or satellites. First request are forwarding to central
processors that are connected to servers. The cloud controller receives and
processes mobile user request for using cloud services. It uses the datacenter
to provide different services for mobile users. In Figure 2. We see cloud
computing architecture. It follows a bottom-top approach. Cloud services
extensively defined in section 2. The server layer consists of virtual and
physical servers and switches. This layer is responsible to allocate hardware
resources to mobile client. On top of stack, client utilizes services and only
pay for his/her usage. There is no concerns about hardware and software
maintenance.
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Figure 2. Cloud computing architecture [12].

3.3 Motivations for developing mobile cloud computing

Mobile devices have recently gained significant role in human life in many
areas such as governmental agencies, social service providers (e.g.
insurance, police), healthcare, education, and engineering organizations
[13]-[15]. Despite of significant improvement in mobile devices technology,
computing capabilities still is low. As mentioned mobile devices are
resource-constraint devices and we need to augment them for better user
experience. There are different ways to augment mobile devices mentioned
in [16].

Hardware

Researchers aim to augment mobile devices by exploiting powerful
processors, large screen and long lasting battery [17]. In this approach main
focus is on CPU, Memory, Storage, Screen and Battery. This approach is
low and expensive.

Software

Software approaches are categorized into six groups, which are remote
execution, remote storage, multi-tier programming, live cloud-streaming,
resource-aware computing and fidelity adaptation.

- Remote execution:
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Some components of mobile applications are migrated from mobile devices
to resource rich computing device(s), hence mobile devices can save energy.
Remote execution (offloading or cyber foraging) is a popular option and
there are many researches in this field. The efficiency of this approach is
highly depends on partitioning concept.

- Remote storage:

In this approach applications and dada are kept outside the mobile devices
and storage space improves significantly. By using cloud resources such as
Jupiter [18] and SmartBox [19] instead of traditional resources, we have
more efficiency.

- Multi-tier programming:
In this approach, we develop applications which need to less native

resources. Heavy components of applications migrate from device and
lightweight components remain inside the device.

- Live cloud-streaming:

In this approach [20] execution process entirely occur in the cloud and then
results are transmitting to the mobile devices. There are some problems like
latency, bandwidth and network traffic congestion.

- Resource-aware computing:

In these approaches [21]-[23], researchers utilize application-level resource
management methods (with using software such as compiler and OS) thus
requirements of mobile applications are reduced. Resource conservation is
performed well via efficient selection of available execution approaches
[24].

- Fidelity adaptation:

When remote resources and online connectivity are not available, this
approach is an option to perform. Main idea is to decrease quality of
application execution that lead to resource conservation. For better

performance, researchers [25], [26] combined cyber foraging by fidelity
adaptation.

Cloud computing enables virtualization technology that facilitates access to
cloud services for users. Virtualization is needed for improving scalability
and resource utilization ratio. It enables the illusion of infinite resources to
the cloud subscribers [27].

3.4 Advantages

Before discussing advantages of mobile cloud computing in this section, in
order to better understanding mobile cloud computing concept, we examine
the definitions of mobile computing, cloud computing and network
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technology. Because mobile cloud computing consists of these three main
concepts.

- Mobile computing:
“Information at fingertips anywhere, anytime” [28]. Or “The mobile

computing no longer requires users to maintain a fix and universally known
position in the network and enables almost unrestricted mobility” [29].

- Cloud computing:

NIST defines Cloud computing as a “model for enabling ubiquitous,
convenient on demand network access to a shared computing resources that
can be rapidly delivered with minimal managerial effort™ [3].

- Network technology:

Majority of communications occur in wireless environments.
Advantages of mobile cloud computing are:

- Improving processing power:

Resource-intensive mobile applications offload to cloud for execution,
because cloud resources (specially its processors) are powerful. Thus mobile
devices can virtually perform and actually deliver the results of heavy
transactions that usually cannot perform [16].

- Expanded storage capacity:

Mobile applications are constrained by storage capacity on mobile devices.
Due to handiness, size and price issues, Mobile devices cannot have large
storage capacity. A common solution is to use infinite storage capacity of
cloud resources. Amazon S3 prepares file storage service [30]. Another
example is Image Exchange which utilizes large storage capacity for mobile
users [31]. Also Flicker is the mobile photo sharing applications based on
mobile cloud computing [32].

- Improving battery lifetime:

Long time application execution and giant processing entities lead to large
amount of power consumption. A solution is to utilize offloading methods
and remote application execution that significantly extend battery lifetime.
In the other words, offloading heavy and energy-intensive applications to
the cloud for execution can save energy. For example researchers believe
offloading a compiler optimization for Image processing can reduce 41% for
energy consumption in a mobile device [33].

- Improving reliability:

Due to resource scarcity in the mobile devices, providing complex
encryption provisions and sufficient security services is not feasible. By
storing data in the cloud storage [34], [35] mobile users ensure data
protection and availability. Also cloud can provide security services such as
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authentication, virus scanning and malicious code detection for mobile users
[36]. To deal with data lost on mobile devices, offloading data to the cloud
is efficient because cloud can backup data on a group of computers.

- Easy content and resource sharing:

By storing data and applications in the cloud, mobile users can access to
contents every time, in the other words cloud service providers facilitate
content and resource sharing among authorized users.

3.5 Challenges in mobile cloud computing
- Service availability:

Service availability is a big concern in mobile cloud computing, because
majority of communications occur in wireless environments and wireless
communications are not confident. Mobile users are faced with problems
such as network traffic, network congestion and out-of-signal.

- Heterogeneity:

As mentioned in [10]. Heterogeneity in the mobile cloud computing refers
to existence of differentiated hardware, architectures, infrastructure and
technologies of mobile devices, clouds and wireless networks.

Intelligent Radio Network Access (IRNA [37]) is a model to deal with
dynamics and heterogeneity of networks. In order to utilize IRNA in the
mobile cloud computing, in [38] authors propose a context management
architecture for acquire, management

And distribution a context Information.
- Offloading:

As mentioned in previous section, computing offloading and then remote
execution is one way to improve battery lifetime. Note that offloading is not
always the optimal solution to save energy, because it might consume more
energy than local execution especially when the size of content is small.
Methods of offloading are classified into three main directions: client-server
communication methods, virtualization and mobile agents [27]. The
decision of when to offload and which partitions of application need to be
offloaded are important issues that need to be considered.

- Security and privacy:

Security and privacy issues are too complex in mobile cloud computing due
to inherent challenges of wireless communications such as insecure nature
and problems related to heterogeneity. Due to energy constraints in mobile
devices, mobile users need to lightweight security algorithms. Security

issues are classified into mobile application security framework and data
security framework.

- Mobile application security framework:
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Mobile devices are resource-constraint devices and cannot running heavy
security software such as: anti-virus, intrusion detection and firewall, thus
applications can be offloaded to the cloud for a detailed security assessment.
For example [38] presents a method to offload the threat detection
capabilities to the cloud instead of executing in the mobile device, that lead
to save energy significantly. Evaluation parameters for application security
frameworks are: application type, security features, assumption and
scalability [39]. Also in [57] authors proposed a security framework for
analyzing the security of mobile application and detecting mobile malwares.
The cloud —based security approach provides strong security for mobile
devices.

- Data security framework:

Data security is very important because mobile users don’t have direct
control on stored data on the cloud. Two important aspects of data security
are:

- Data integrity:

Data integrity is a big issue for mobile users. Several solutions proposed in
this area are such as [40], [41], and [43]. [42] Considers energy
consumption unlike the two methods. Proposed scheme in [42] includes
three main components: mobile client, cloud storage service and trusted
third party and has three phases namely initialization, update and
verification. Researchers used Message Authentication Code (MAC) in this
method. Significant improvement in this method is this idea that checking
and verification are performed on trusted third party and Mobile users only
comparison the results. This improvement lead to save energy and
bandwidth significantly.

- Authentication:

Authentication is an important initial step to guarantee the security of user
data and files stored on cloud. In [43] authors proposed an authentication
mechanism to authenticate the owner of the uploaded file on cloud and also
integrity of mobile users’ data stored on cloud. The proposed scheme
includes four components namely mobile device, cloud service provider,
certification authority and telecommunication module depicted in Figure 3.
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Figure 3. Proposed scheme [43]

The certification authority performs authentication of mobile devices in this
scheme. [44] Proposes a framework that combines TrustCube [45] and
implicit authentication [46], [47] to authenticate mobile users. Implicit
authentication or behavioral authentication uses habits to authenticate users
and maps mobile user behaviors to score. TrustCube is a policy-based cloud
authentication and supports the integration of various authentication
methods. Also authors in [58] proposed asymmetric encryption for
providing better security. They utilized user location for providing a rigid
authentication, but we know that asymmetric encryption has high power
consumption and bandwidth. In [59] authors utilized secret sharing concept
to propose a rigid data security framework. Their security framework is
robust against related security attacks. Finally in [60] Momeni proposed a
lightweight and efficient authentication protocol for mobile cloud
environments. His proposed scheme is enough strong against related attacks
and it is according to real communication scenarios.

- Privacy:

In [49] the authors showed that following requirements is necessary to
ensure users’ Privacy: protection against misuse, adjustment of laws (for
more security in special circumstances), ease of use and identification of
pirated datasets. Anonymous routing such as onion routing can be used to

prepare privacy for mobile nodes in a decentralized mobile cloud [40].
Examples in P2P domain are [49], [50] and [51].

- Seamless communication:
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Due to heterogeneity of wireless communications, maintaining a seamless
communication between mobile users and mobile service provider is
difficult. Mobility and frequent disconnections decrease resource utilization
ratio [16]. One solution after disconnection is local execution. Note that
Results obtained before disconnection is not sufficient and execution must
be resumed.

- Improving the efficiency of data access:

Handling the data resources on cloud is difficult due to some problems such
as low bandwidth, mobility and limitation of resource capacity of mobile
devices. One easy solution to improve the efficiency of data access is a local
storage cache [11]. For example [52] addresses three issues: maintaining
seamless communication among subscribers and cloud, handling cache
consistency and supporting data privacy. Proposed scheme has two main
functional blocks namely RFS client on the mobile device and RFS server
on cloud. In proposed scheme authors using RESTful web service [53] for
service provider and HTTP for communication protocol. Also it addresses
issues such as wireless connectivity and data privacy.

3.6 Future research directions

Some problems may occur when mobile users try to use cloud resources,
such as disconnection, congestion and signal attenuation. These problems
lead to user dissatisfaction and decreasing quality of service. Instead of
communicating with a remote cloud, a better solution is to connect to
Cloudlet [54]. A cloudlet is resource rich computer or cluster of computers
which is Connected to the Internet and available for use by close mobile
devices [11]. This approach enables mobile devices to bypass latency and
bandwidth issues caused by connecting to remote cloud. In the absence of
close cloudlets mobile users may using local execution or connection to
remote cloud server.

- Security, trust and privacy:

With the development of cyber-crime applying security, trust and privacy is
required to protect mobile user contents and success of mobile cloud
computing. Indeed, how cloud service providers ensure confidentiality of
user content is a critical factor. Trust establishment based on the service
provider’s reputation and aggregation of trust from each service node would
be a valuable approach that requires future research [10].

- Low bandwidth:

Due to inherent problems of wireless environment, still bandwidth is a big
problem for mobile users. One solution is to use 4G networks that improve
bandwidth capacity for mobile users. Advantages of 4G networks are:
broading mobile coverage area, differed services, etc. [55]. [56] Discusses

ISSN: 1694-2108 | Vol. 15, No. 4. JULY 2015



International Journal of Computer Science and Business Informatics

S
[JCSBL.ORG

about 4G wireless network issues such as architecture, quality of service,
etc.

4. CONCLUSIONS

Mobile cloud computing aims to augment the resource-constraint mobile
devices, but currently it is like a baby that requires attention. The ABI
research believes more than 240 million business will use services provided
by cloud service providers through mobile devices by 2015. Mobile cloud
computing is a growing technology that includes both cloud computing and
mobile computing benefits. Also it is highly applicable for mobile devices.
This paper has given an extensive and survey of mobile cloud computing
technology including its definitions, architecture, motivation for developing,
advantages, challenges and future research directions. For better
understanding of mobile cloud computing before describing it, cloud
computing is described.
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