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ABSTRACT 

Electronic passports (e-Passports) have known a wide and fast deployment all around the 

world since the International Civil Aviation Organization (ICAO) the world has adopted 

standards whereby passports can store biometric identifiers. The purpose of biometric 

passports is to prevent the illegal entry of traveler into a specific country and limit the use 

of counterfeit documents by more accurate identification of an individual. The e-passport, 

as it is sometimes called, represents a bold initiative in the deployment of two new 

technologies: Cryptography security and multiple biometrics (face, fingerprints, palm prints 

and iris). A passport contains the important personal information of holder such as photo, 

name, date of birth and place, nationality, date of issue, date of expiry, authority and so on.  

The goal of the adoption of the electronic passport is not only to expedite processing at 

border crossings, but also to increase security. Important in their own right, e-passports are 

also the harbinger of a wave of next-generation e-passport: several national governments 

plan to deploy e-passport integrating cryptography algorithm and multiple biometrics. The 

paper consider only those passport scenarios whose passport protocols base on public-key 

cryptography, certificates, and a public key infrastructure without addressing the protocols 

itself detailed, but this is no strong constraint. Furthermore assume the potential passport 

applier to use ordinary PCs with Windows or Linux software and an arbitrary connection to 

the Internet. Technological securities issues are to be found in several dimension, but below 

paper focus on hardware, software, and infrastructure as some of the most critical issues. 

 

Keywords 
Biometrics, e-Passport, Internet, Face, Iris, Palm Print and Fingerprint. 

 

1. INTRODUCTION 

The electronic passports have been successfully deployed in many countries 

around the world. Besides classical “paper” properties, these travel 

documents are equipped with an electronic chip employing wireless 

communication interface, so-called RFID chip (Radio Frequency 
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Identification). In addition to the electronic copy of the data printed in the 

passport (name of the holder, birth date, photo, etc.), the chip may contain 

e.g. biometric measures of the holder and may employ sophisticated 

cryptographic techniques providing enhanced security compared to the 

classical passports. For instance, it should be much harder to copy an 

electronic passport compared the classical one. 

 

The e-Passports create opportunities for States to enhance global civil 

aviation safety while at the same time improving the efficiency of aviation 

operations.  The e-Passport can contribute to this because verification of the 

public key infrastructure certificates associated with e-Passports can provide 

border control authorities with an assurance that documents are genuine and 

unaltered, which in turn allows the biometric information contained in e-

Passports to be relied on to automate aspects of the border clearance 

process. 

 

RFID chip has no conductive power contacts that would supply it with the 

energy, other means from the world of physics have to be borrowed. The 

power and the communication channels employ the near magnetic field 

around the reader. For instance, when the chip needs to send information to 

the reader, it alters this surrounding field which is detected by the reader. Of 

course, if this modification is not properly filtered, unwanted information 

about the behavior of the chip may propagate in the surrounding 

electromagnetic field, as well. This phenomenon is what cryptologists call a 

side channel. 

 

Electronic passports include contactless chip which stores personal data of 

the passport holder, information about the passport and the issuing 

institution. In its simplest form an electronic passport contains just a 

collection of read-only files, more advanced variants can include 

sophisticated cryptographic mechanisms protecting security of the 

document and / or privacy of the passport holder. Its goal is to provide 

foolproof passport identification using a combination of biometrics and 

cryptographic security. 

 

2. LITERATURE SURVEY 

Juels et al (2005) discussed security and privacy issues that apply to e-

passports. They expressed concerns that, the contact-less chip embedded in 

an e-passport allows the e-passport contents to be read without direct 

contact with an IS and, more importantly, with the e-passport booklet 

closed. They argued that data stored in the chip could be covertly collected 

by means of “skimming” or “eavesdropping”. Because of low entropy, 

secret keys stored would be vulnerable to brute force attacks as 

demonstrated by Laurie (2007). Koch and Karger (2005) suggested that an 
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e-passport may be susceptible to “splicing attack”, “fake finger attack” and 

other related attacks that can be carried out when an e-passport bearer 

presents the e-passport to hotel clerks. There has been considerable press 

coverage (Johnson, 2006; Knight, 2006; Reid, 2006) on security weaknesses 

in e-passports. These reports indicated that it might be possible to “clone” 

an e-passport. 

2.1. Biometrics in passports 

Biometrics in e-passports complying with the ICAO specifications now 

provide for the optional inclusion of an encoded biometric to confirm the 

holder's identity, or other data to verify the document's authenticity. This 

makes possible an unprecedented level of document security, offering 

border control authorities a high level of confidence in the validity of travel 

documents. A biometric in a machine readable passport will only be able to 

contain information of the passport holder, and no other additional person. 

Therefore, this section only covers the vulnerabilities of facial images, 

fingerprints, palm print and iris images. 

2.2. Face Recognition 

Face recognition are the most common biometric characteristic used by 

humans to make a personal recognition, hence the idea to use this biometric 

in technology. This is a no intrusive method and is suitable for covert 

recognition applications. The applications of facial recognition range from 

static ("mug shots") to dynamic, uncontrolled face identification in a 

cluttered background (subway, airport). Face verification involves 

extracting a feature set from a two-dimensional image of the user's face and 

matching it with the template stored in a database. The most popular 

approaches to face recognition are based on either: 1) the location and shape 

of facial attributes such as eyes, eyebrows, nose, lips and chin, and their 

spatial relationships, or 2) the overall (global) analysis of the face image 

that represents a face as a weighted combination of a number of canonical 

faces. It is questionable if a face itself is a sufficient basis for recognizing a 

person from a large number of identities with an extremely high level of 

confidence. Facial recognition system should be able to automatically detect 

a face in an image, extract its features and then recognize it from a general 

viewpoint (i.e., from any pose) which is a rather difficult task. Another 

problem is the fact that the face is a changeable social organ displaying a 

variety of expressions [4]. 

2.3. Fingerprint Recognition 

A fingerprint is a pattern of ridges and furrows located on the tip of each 

finger. Fingerprints were used for personal identification for many centuries 

and the matching accuracy was very high. Patterns have been extracted by 
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creating an inked impression of the fingertip on paper. Today, compact 

sensors provide digital images of these patterns. Fingerprint recognition for 

identification acquires the initial image through live scan of the finger by 

direct contact with a reader device that can also check for validating 

attributes such as temperature and pulse. In real-time verification systems, 

images acquired by sensors are used by the feature extraction module to 

compute the feature values. The feature values typically correspond to the 

position and orientation of certain critical points known as minutiae points. 

The matching process involves comparing the two-dimensional minutiae 

patterns extracted from the user's print with those in the template. One 

problem with the current fingerprint recognition systems is that they require 

a large amount of computational resources [2]. 

2.4. Palm print Recognition 

The palm print recognition module is designed to carry out the person 

identification process for the unknown person. The palm print image is the 

only input data for the recognition process. The person identification details 

are the expected output value. The input image feature is compared with the 

database image features. The relevancy is estimated with reference to the 

threshold value.  The most relevant image is selected for the person’s 

identification. If the comparison result does not match with the input image 

then the recognition process is declared as unknown person. The recognition 

module is divided into four sub modules. They are palm print selection, 

result details, ordinal list and ordinal measurement.  The palm print image 

selection sub module is designed to select the palm print input image. The 

file open dialog is used to select the input image file. The result details 

produce the list of relevant palm print with their similarity ratio details. The 

ordinal list shows the ordinal feature based comparisons. The ordinal 

measurement sub module shows the ordinal values for each region.  

2.5. Iris Recognition 

Iris recognition technology is based on the distinctly colored ring 

surrounding the pupil of the eye. Made from elastic connective tissue, the 

iris is a very rich source of biometric data, having approximately 266 

distinctive characteristics. These include the orbicular meshwork, a tissue 

that gives the appearance of dividing the iris radically, with striations, rings, 

furrows, a corona, and freckles. Iris recognition technology uses about 173 

of these distinctive characteristics. Iris recognition can be used in both 

verification and identification systems. Iris recognition systems use a small, 

high-quality camera to capture a black and white, high-resolution image of 

the iris. The systems then define the boundaries of the iris, establish a 

coordinate system over the iris, and define the zones for analysis within the 

coordinate system [12]. 



International Journal of Computer Science and Business Informatics 
 
 

 
IJCSBI.ORG 

  ISSN: 1694-2108 | Vol. 3, No. 1. JULY 2013 5 

 

2.6. Design of Biometric System 

Five objectives, cost, user acceptance and environment constraints, 

accuracy, computation speed and security should be considered when 

designing a biometric system. They are inter-related, as is shown in Figure 

1.2. Reducing accuracy can increase speed. Typical examples are 

hierarchical approaches. Reducing user acceptance can improve accuracy. 

For instance, users are required to provide more samples for training the 

system. Increasing cost can enhance security. More sensors can be 

embedded to collect different signals for aliveness detection. In some 

applications, some environmental constraints such as memory usage, power 

consumption, size of templates, and size of devices have to be factored into 

a design. A biometric system installed in a PDA (Personal Digital Assistant) 

requires low power and memory usage, but these requirements are not 

essential for access control. A practical biometric system should balance all 

these aspects [7]. 

 

3. E-PASSPORT PKI VALIDATION   

E-Passport validation achieved via the exchange of Public Key 

Infrastructure (PKI) certificates is essential for the interoperability benefits 

of e-Passports to be realized. PKI validation does not require or involve any 

exchange of the personal data of passport holders, and the validation 

transactions help combat identity fraud. The business case for validating e-

Passports is compelling.  Border control authorities can confirm that: 

 The document held by the traveler was issued by a bonfire authority.  

 The biographical and biometric information endorsed in the document at 

issuance has not subsequently been altered.  

 Provided active authentication and / or chip authentication is supported 

by the e-Passport, the electronic information in the document is not a 

copy (i.e. clone).  

 If the document has been reported lost or has been cancelled, the 

validation check can help confirm whether the document remains in the 

hands of the person to whom it was issued. 

As a result passport issuing authorities can better engage border control 

authorities in participating countries in identifying and removing from 

circulation bogus documents. E-Passport validation is therefore an essential 

element to capitalize on the investment made by States in developing e-

Passports to contribute to improved border security and safer air travel 

globally.  Because the benefits of e-Passport validation are collective, 

cumulative and universal, the broadest possible implementation of e-

Passport validation is desirable. 
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4. IMPLEMENTATION OF E-PASSPORT SYSTEM 
In order to implement this internet passport authentication system using 

multiple biometric identification efficiently, ASP.NET program is used. 

This program could speed up the development of this system because it has 

facilities to draw forms and to add library easily. There are three ways of 

doing authentication and authorization in ASP.NET: 

Biometric authentication is the process of determining the authenticity of a 

user based on the user's credentials. Whenever a user logs on to an 

application, the user is first authenticated and then authorized. The 

application's web.config file contains all of the configuration settings for an 

ASP.NET application. It is the job of the authentication provider to verify 

the credentials of the user and decide whether a particular request should be 

considered authenticated or not. An biometric authentication provider is 

used to prove the identity of the users in a system. ASP.NET provides three 

ways to authenticate a user:  

 

Forms Authentication: This authentication mode is based on cookies 

where the user name and the password are stored either in a text file or the 

database. After a user is authenticated, the user's credentials are stored in a 

cookie for use in that session. When the user has not logged in and requests 

for a page that is insecure, he or she is redirected to the login page of the 

application. Forms authentication supports both session and persistent 

cookies.  

 

 Windows Authentication: This is the default authentication mode in 

ASP.NET. Using this mode, a user is authenticated based on his/her 

Windows account. Windows Authentication can be used only in an intranet 

environment where the administrator has full control over the users in the 

network. 

 

Passport Authentication: Passport authentication is a centralized 

authentication service that uses Microsoft's Passport Service to authenticate 

the users of an application. It allows the users to create a single sign-in 

name and password to access any site that has implemented the Passport 

single sign-in (SSI) service. 

 

Authorization is the process of determining the accessibility to a resource 

for a previously authenticated user. Note that authorization can only work 

with authenticated users, hence ensuring that no un-authenticated user can 

access the application. The default authentication mode is anonymous 

authentication.  
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4.1. Passport Authentication in Win HTTP 

Microsoft Windows HTTP Services (Win HTTP) fully support the client 

side use of the Passport authentication protocol. It provides an overview of 

the transactions involved in Passport authentication and how to handle 

them. Win HTTP provides platform support for e-Passport by implementing 

the client-side protocol for Passport authentication. It frees applications 

from the details of interacting with the Passport infrastructure and the 

Stored User Names, Passwords and biometric identification.  

4.2. Passport Single Sign-In  

Passport allows users to create a single sign-in name, password and 

biometric identification to access passport site that has implemented the 

Passport single sign-in (SSI) service. By implementing the Passport SSI, it 

won't have to implement user-authentication mechanism. Users authenticate 

with the SSI, which passes their identities to passport site securely. 

Although passport authenticates users, it doesn't grant or deny access to 

individual sites i.e.  Passport does only authentication not authorization. 

Passport simply tells a participating site who the user is. Each site must 

implement its own access-control mechanisms based on the user's Passport 

User ID (PUID). The following figure 2 shows overview of Authentication 

works. 

 

Figure 1. Overview of Passport Authentication. 

P1 Initial Page request,  

P2 Redirect for authentication,  

P3 Authentication request sign-in page,  

P4 Sign-in page,  

P5 User credentials,  

P6 Update website cookies and redirect,  
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P7 Encrypted authentication query string,  

P8 Site cookies and requested web page 

First user requests any page from his web server. Since user is not 

authenticated, passport web server redirects its request for authentication 

with Sign-In logo. When user presses Sign-In button, request will go to 

Passport server for Sign-In page. Once the Sign-In page comes to browser, 

user will enter his authentication details like Passport ID, Password and 

biometric identification. When user credentials are submitted, Credentials 

are validated in Passport server. Then Cookies are created in server and 

response is send to the browser with encrypted query string. Now both 

cookies and query string is having details about authentication. Once user is 

authenticating, he will be taken to page which is requested first. 

1. Web user authenticates with enterprise security system (authentication 

can be through Web server) 

2. Enterprise security system provides an authentication reference to Web 

user 

3. Web user requests a dynamic resource from Web server, providing 

authentication reference 

4. Web server requests application function from application on behalf of 

Web user, providing Web user’s authentication reference 

5. Application requests authentication document from enterprise security 

system, corresponding to Web user’s authentication reference 

6. Enterprise security system provides authentication document, including 

authorization attributes for the Web user, and authentication event 

description 

7. Application performs application function for Web server 

8. Web server generates dynamic resource for Web user 
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Figure 2. Passport Application Chain 

4.3. Initial Request 

When a client requests a resource on a server that requires Passport 

authentication, the server checks the request for the presence of tickets. If a 

valid ticket is sent with the request, the server responds with the requested 

resource. If the ticket does not exist on the client, the server responds with a 

302 status code. The response includes the challenge header, "WWW-

Authenticate: Passport". Clients that are not using Passport can follow the 

redirection to the Passport login server. More advanced clients typically 

contact the Passport nexus to determine the location of the Passport login 

server. The following figure 3 shows the initial request to a Passport 

affiliate. 

 

Central to the Passport network is the Passport Nexus, which facilitates 

synchronization of Passport participant sites to assure that each site has the 

latest details on network configuration and other issues. Each Passport 

component (Passport Manager, Login servers, Update servers, and so on) 

periodically communicates with the Nexus to retrieve the information it 

needs to locate, and properly communicate with, the other components in 

the Passport network. This information is retrieved as an XML document 

called a Component Configuration Document, or CCD. 

 

http://msdn.microsoft.com/en-us/library/aa383870(v=vs.85).aspx#term_ticket
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Figure 3. The initial request to a Passport affiliate. 

 

Figure 4. A client ticket request to a Passport login server. 

4.4. Passport Login Server 

The figure 4 shows the passport login server to a Passport affiliate. A 

Passport login server handles all requests for tickets for any resource in a 

Passport domain authority. Before a request can be authenticated using 

Passport, the client application must contact the login server to obtain the 

appropriate tickets. When a client requests tickets from a Passport login 

server, the login server typically responds with a 401 status code to indicate 

that user credentials must be provided. When these credentials are provided, 

the login server responds with the tickets required to access the specified 

resource on the server that contains the originally requested resource. The 

login server can also redirect the client to another server that can provide the 

requested resource. 
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4.5. Authenticated Request 

When the client has the tickets that correspond to a given server, those 

tickets are included with all requests to that server. If the tickets have not 

been modified since they were retrieved from the Passport login server, and 

the tickets are valid for the resource server, the resource server sends a 

response that includes both the requested resource and cookies that indicate 

that the user is authenticated for future requests. 

 

Figure 5. An authenticated request to the Passport login server. 

The additional cookies in the response are intended to speed the 

authentication process. Additional requests in the same session for resources 

on servers in the same Passport Domain Authority all include these 

additional cookies. Credentials do not need to be sent to the login server 

again until the cookies expire. 

4.6. Passport in Win HTTP 

Win HTTP handles many of the transaction details internally for Passport 

authentication. During the initial request, the server responds with a 302 

status code when authentication is necessary. The 302 status code actually 

indicates a redirection and is part of the Passport protocol for backwards 

compatibility. Win HTTP hides the 302 status code and contacts the 

Passport nexus, and then the login server. The Win HTTP application is 

notified of the 401 status code sent by the login server to request user 

credentials. To the application, however, it appears as if the 401 status 

originates from the server from which the resource was requested. In this 

way, the Win HTTP application is unaware of interactions with other 

servers, and it can handle Passport authentication with the same code that 

handles other authentication schemes. 
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Typically, a Win HTTP application responds to a 401 status code by 

supplying authentication credentials. When credentials are supplied with 

WinHttpSetCredentials or Set Credentials for passport authentication, the 

credentials are actually being sent to the login server, not to the server 

indicated in the request. Once retrieved, tickets are managed internally and 

are automatically sent to applicable servers in future requests.Win HTTP 

can successfully complete the Passport authentication even if an application 

disables auto redirection. However, after the Passport authentication is 

complete, an implicit redirect must occur from the Passport login server 

URL back to the original URL. If an application has disabled automatic 

redirection, Win HTTP requires that the application give Win HTTP 

"permission" to redirect automatically in this special case. 

 

5. ON-LINE SECURE E-PASSPORT PROTOCOL 

To resolve the security issues identified in both the first- and second-

generation of e-Passports, in this section, we present an on-line secure e-

Passport protocol (OSEP protocol). The proposed protocol leverages the 

infrastructure available for the standard non-electronic passports to provide 

mutual authentication between an e-Passport and an IS. Currently, most 

security organizations are involved in passive monitoring of the border 

security checkpoints. When a passport bearer is validated at a border 

security checkpoint, the bearer’s details are collected and entered into a 

database. The security organization compares this database against the 

database of known offenders (for instance, terrorists and wanted criminals). 

The OSEP protocol changes this to an active monitoring system. The border 

security check-point or the DV can now crosscheck against the database of 

known offenders themselves, thus simplifying the process of the 

identification of criminals. 

5.1. Internet Passport Initial Setup 

All entities involved in the protocol share the public quantities p, q, g 

where: 

 p is the modulus, a prime number of the order 1024 bits or more. 

 q is a prime number in the range of 159 -160 bits. 

 g is a generator of order q, where Ai < q, g
i 
≠ 1 mod p. 

 Each entity has its own public key and private key pair (PKi,SKi) 

where PKi = g
(SK

i
)
 mod p 

 Entity i’s public key (PKi) is certified by its root certification 

authority (j), and is represented as CERTj(PKi, i). 

 The public parameters p, q, g used by an e-Passport are also certified 

by its root certification authority. 

 

http://msdn.microsoft.com/en-us/library/aa384112(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/aa384058(v=vs.85).aspx
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5.2. Phase One – Inspection System Authentication 

Step 1 (IS) When an e-Passport is presented to an IS, the IS reads the MRZ 

information on the e-Passport using an MRZ reader and issues the 

command GET CHALLENGE to the e-Passport chip. 

Step 2 (P) The e-Passport chip then generates a random eP £ R 1 ≤ eP ≤ q - 1 

and computes KeP = g
eP

 mod p, playing its part in the key agreement 

process to establish a session key. The e-Passport replies to the GET 

CHALLENGE command by sending KeP and its domain parameters 

p, q, g. 

eP → IS : KeP , p, q, g 

Step 3 (IS) On receiving the response from the e-Passport, the IS generates a 

random IS £R 1 ≤ IS ≤ q - 1 and computes its part of the session key 

as KIS = g
IS

 mod p. The IS digitally signs the message containing 

MRZ value of the e-Passport and KeP. 

SIS = SIGNSKIS (MRZ || KeP) 

It then contacts the nearest DV of the e-Passports issuing country 

and obtains its public key. The IS encrypts and sends its signature 

SIS along with the e-Passport’s MRZ information and KeP using the 

DV’s public key PKDV. 

IS → DV: ENCPK DV (SIS, MRZ, KeP), CERTCVCA(PKIS, IS) 

Step 4 (DV) The DV decrypts the message received from the IS and verifies 

the CERTCVCA (PKIS, IS) and the signature SIS. If the verification 

holds, the DV knows that the IS is genuine, and creates a digitally-

signed message SDV to prove the IS’s authenticity to the e-Passport. 

SDV = SIGNSKDV (MRZ || KeP || PKIS), CERTCVCA (PKDV, DV) 

The DV encrypts and sends the signature SDV using the public key 

PKIS of IS.  

DV → IS: ENCPKIS (SDV, [PKeP]) 

The DV may choose to send the public key of the e-Passport if 

required. This has an obvious advantage, because the IS system now 

trusts the DV to be genuine. It can obtain a copy of e-Passport’s PK 

to verify during e-Passport authentication. 

Step 5 (IS) After decrypting the message received, the IS computes the 

session key KePIS = (KIS)
eP

 and encrypts the signature received from 

the DV, the e-Passport MRZ information and KeP using KePIS. It also 

digitally signs its part of the session key KIS. 

IS → eP : KIS, SIGNSKIS (KIS, p, q, g), ENCKePIS (SDV,MRZ,KeP ) 

5.3. Phase Two - E-Passport Authentication 

Step 1 C The IS issues an INTERNAL AUTHENTICATE command to the 

e-Passport. The e-Passport on receiving the command, the e-Passport 

creates a signature SeP = SIGNSKeP (MRZ || KePIS) and sends its 
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domain parameter certificate to the IS. The entire message is 

encrypted using the session key KePIS. 

eP → IS : ENCKePIS (SeP , CERTDV (PKeP), CERTDV (p, q, g)) 

Step 2 (IS) The IS decrypts the message and verifies CERTDV (p, q, g), 

CERTDV (PKeP) and SeP. If all three verifications hold then the IS is 

convinced that the e-Passport is genuine and authentic. 

During the IS authentication phase, and IS sends the e-Passport’s MRZ 

information to the nearest e-Passport’s DV, which could be an e-Passport 

country’s embassy. Embassies are DV’s because they are allowed to issue e-

Passports to their citizens and because most embassies are located within an 

IS’s home country, any network connection issues will be minimal. Sending 

the MRZ information is also advantageous, because the embassy now has a 

list of all its citizens that have passed through a visiting country’s border 

security checkpoint. We do not see any privacy implications, because, in 

most cases, countries require their citizens to register at embassies when 

they are visiting a foreign country. 

 

6. EXPERIMENTAL RESULTS 

The key application of a biometrics solution is the identity verification 

problem of physically tying an MRTD holder to the MRTD they are 

carrying. There are several typical applications for biometrics during the 

enrolment process of applying for a passport: The applicant’s biometric 

template(s) generated by the enrolment process can be searched against one 

or more biometric databases (identification) to determine whether the 

applicant is known to any of the corresponding systems (for example, 

holding a passport under a different identity, criminal record, holding a 

passport from another state). When the applicant collects the passport (or 

presents them for any step in the issuance process after the initial 

application is made and the biometric data is captured) their biometric data 

can be taken again and verified against the initially captured template . 

 

The identities of the staff undertaking the enrolment can be verified to 

confirm they have the authority to perform their assigned tasks. This may 

include biometric authentication to initiate digital signature of audit logs of 

various steps in the issuance process, allowing biometrics to link the staff 

members to those actions for which they are responsible. Each time traveler 

(i.e. MRTD holders) enters or exit a State, their identities can be verified 

against the images or templates created at the time their travel documents 

were issued. This will ensure that the holder of a document is the legitimate 

person to whom it was issued and will enhance the effectiveness of any 

Advance Passenger Information (API) system. Ideally, the biometric 
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template or templates should be stored on the travel document along with 

the image, so that travelers’ identities can be verified in locations where 

access to the central database is unavailable or for jurisdictions where 

permanent centralized storage of biometric data is unacceptable.  

 

Two-way check - The traveler’s current captured biometric image data, and 

the biometric template from their travel document (or from a central 

database), can be matched to confirm that the travel document has not been 

altered. Three-way check - The traveler’s current biometric image data, the 

image from their travel document, and the image stored in a central database 

can be matched (via constructing biometric templates of each) to confirm 

that the travel document has not been altered. This technique matches the 

person, with their passport; with the database recording the data that was put 

in that passport at the time it was issued. Four-way check - A fourth 

confirmatory check, albeit not an electronic one, is visually matching the 

results of the 3-way check with the digitized photograph on the Data Page 

of the traveler’s passport.  

 

Besides the enrolment and border security applications of biometrics as 

manifested in one-to-one and one-to-many matching, States should also 

have regard to, and set their own criteria, in regard to: Accuracy of the 

biometric matching functions of the system. Issuing States must encode one 

or more facial, fingerprint, palm print or iris biometrics on the MRTD as per 

LDS standards (or on a database accessible to the Receiving State). Given 

an ICAO-standardized biometric image and/or template, Receiving States 

must select their own biometric verification software, and determine their 

own biometric scoring thresholds for identity verification acceptance rates – 

and referral of imposters. 

 

7. CONCLUSIONS 

The work represents an attempt to acknowledge and account for the 

presence on inspection system for biometric passport using face, fingerprint, 

and iris recognition towards their improved identification.  The application 

of biometric recognition in passports requires high accuracy rates; secure 

data storage, secure transfer of data and reliable generation of biometric 

data. The passport data is not required to be encrypted, identity thief and 

terrorists can easily obtain the biometric information. The discrepancy in 

privacy laws between different countries is a barrier for global 

implementation and acceptance of biometric passports. A possible solution 

to un-encrypted wireless access to passport data is to store a unique 

cryptographic key in printed form that is also obtained upon validation. The 

key is then used to decrypt passport data and forces thieves to physically 

obtain passports to steal personal information. More research into the 

technology, additional access and auditing policies, and further security 
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enhancements are required before biometric recognition is considered as a 

viable solution to biometric security in passports. The adversaries might 

exploit the passports with the lowest level of security. The inclusion of 

biometric identification information into machine readable passports will 

improve their robustness against identity theft if additional security 

measures are implemented in order to compensate for the limitations of the 

biometric technologies. It enables countries to digitize their security at 

border control and provides faster and safer processing of an e-passport 

bearer. The main cryptographic features and biometrics used with e-

passports and considered the surrounding procedures. E-passports may 

provide valuable experience in how to build more secure and biometric 

identification platforms in the years to come. 
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